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Cyl*r 6roonrng rs growing os one of the mojor cy
threots foced by children ond teenogers. It is o proctice where
soneone builds on emotionol bond with children through sociol
medio or messoging plotfo.ms with qn objective of goining their
trust for sexuolly obusing or exploiting theln.

The cyber groomers con use goming websites, sociol medio, emoil.
chot rooms, instont messoging, etc. by creoting o foke occount ond
pretendingto bedchild or hoving some interestsos of ihe child.

The online groomer mostly tcrget teenagers os in od
they lace immense biologicol, personol ond sociol chonges

Initiolly, the cyber groomer con give yot] compliments, giffs,
modelling job offer ond loter they con stort sending obscene
messoges, photogrophs or videos ond will osk you to shore yoor
sexuolly explicit imoges or videos with them.

impulsive ond curious noture of odolescehts €ncouroges lhem to
engoge in online octivities which mokes them vulneroble to online

grooming.

The cyber grooming hos deep impocl on o child's physicdl, ernoliohol

os well os psychologicol wellbeing.It con nol only impoct their
ocodemic performonce but olso their doily lile to o greot exlent.
The devostoting effecfs of online grooming con sometimes be long-

ferm ond coneven hount thevictim in theirodullhood

Concerned obout cyber grooming? Don't wo.ry... with
oworeness ond precoulions you con use inlernal ond

mobile technology without ony feor. you t\eed to be

coreful qnd follow sofeguords +o protect yoursell
ondyour friends ogqinst cyber grootlrirg.

Let's discuss how you con protect yourself from becoming o victim
of cybergrooming

GF Don't occept friend rcquest frctt.' unkrown people on sociol

medio plotforms. Cyber gtoomet .an even cteote o lake
occount lo befriend victims.

Gp Don't shore your personol informotion like dote of birth,
oddress, phone number ond school nome on sociol hedio or
other onling plolforms. you con go to privocy settings onsociol

medio plotfortlrs to select who con occess your posls online.

Try to resirict qcces s of your prcfilelo'lout ltie ds only.

(ip Be coutious when your chot portner gives you mony

complimenls regordi ng your oppea:tonce in jusi o shorf spon (&
yourocguointonce.

\F: Avoid tolking to people who osk you qu€stions reloted to your

physicol or sexucl experie ces.You conlellthe person to stop

osking you such guastior].6 os you fezl uncomfofioble.lt thel
confinue to do the some, immediotely inform your iriiients.

,

lhat sotneorE is grconirg us online? Online
gnooiner con be o lcurn P€r1son. o rclotiw c €v€I
on unknoryn person wlrom ne met onlii€ on sociol

trdio plctfo.rn, o chat rcom or goming portol, elc.

I yor,t lzeusnory I evcn
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i Do no lk to people who osk you to shore your sexuolly

explici ,photogrophs or videos. If you shore your sexuolly

hotos or videos with soneone, the person con shore

os with others or post them on sociol medio. They

con blockmailyou

Never qrn on your webcom while your chot portner does nol

connects to lhe webcom

r-6- Tolk toyour elders or porents, if your chot por+ner suggests to
keep your conversotion with them o secret.

( &i , Do not go to meet o person whom you rnet online olona. Alwoys

toke o friend or on elder person with you.

(e Never instoll unwonted Soflwqre ond Apps like doting App,

online gomes, etc. fTom unknown sources. you should be very

corefulwhile chotting in the chot rooms- Never shore personol

detoilsih the chot room ond limit your identity.

Whot cqn you do if you ore o victih of cyber grooming2

Lf you feel ihot you ore o viclim of cyber grooming, pleose inform

your elders so thot lhey con intervene ond support you. Following

suggestions con be helpful in monoging the situotion.

(8' Inform your pqretts / elders
irnmediolelyr If someone online is
moking you uncomfortoble, you must

inform your porents / elders
immediotely. Don't feel thot yoar

porents will reslriat your online octivity
or osk you not to use your computer /
smortphone. ft is importontto inform

6= Block the Groonrrr If groomer is using sociol medao plotforms to
groom you, you con block him/her. All the sociol medio opps or

services hove theoptron to blockouser.

Gp Collect and Sove messoges: Sove nessoges, pictures or videos

shared with you by the groomer. Such messoges, pictu.es or
videos con be used as on evidence to toke o legol oction ogoinst

theln

(F= your pcrents/elders con con+oct locol police stotion lo lodge a

comploint ogqinst the groomer.

them 5o thot they con support ond guideyou

issue cleo.ly to yo!r p or.enl s/ elders.

o
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t.Ei Cybq bullying is very conmon on sociol medio plotforms.
Cyber bulligs con use sociol medio lo send rude or hurtful
hessoges t6 demeon or hurtyou.

.li- Online frouds con be triggered through links shored on sociol
networking sites. Cyber criminols shoreo post with o molicious
link or o molwcrs. If you click on the link, your computer or
mobile con be infected orcompromised.

Concerned oboui cyber threots on sociol networking
plotforms? Don't worry... with oworeness ond

precoutions you con sofeguord yourself ond use

sociol networking sites sofely. You need to be

corefulond follow sofeguqrds to protecl yourself qnd your friends
ogoinst such frouds.

Let's discuss how you con proteci yourself ond your sociol medio
dccounts. Don't forget to shore these suggestions wiih your

fomilyond friends.
-el- First importont step is to sofeguord your own sociol

networking occount so thot it is not hocked or compromised.

For this you musi use o complex possword ond chonge il
periodicolly.

. al Never shore possword of your sociol med
onyone- Sharing possword rnoy compromise

Whofever you post on sociol networking
everyone unless you restricf t

your sociol medio occount ond ensure thot your
updotes/posts, etc. ore visible to your friends/followers only.

i.Ei- Avoid occepting friend reguest from
unknown people. Befote occepling o

friend reguest try to see how mony
other people ore following or ore in
friend's list of the requestor.
cybercrinihols con creote foke occount of your known person

so be coreful.

iIj.' Whotever you post on sociol rnedio generolly remoins there.
Be coreful before posting onything on sociol medio. Think if
the informotion con be shored with everyone. Never shore
your personol detoils such 05 oddress, phone number, dote of
birth, etc. on sociol medio sites.

.g'If you ore using comput€r of your friend or o computer in o
cy6er cafi to occess your sociol medio occounts, moke sur€
you don't click yes on "remember possword popup" which
generolly comes when you login from o new computer. you

must never ollow ony computer to remember your possword
(this meons possword will nol be required to login to your
occount on thot system). Alwoys remember to sign off
from your occount ofter using it.

(l= If you ore qccessing sociol medio occounts on your mobile
phonefemember to keep o strong possword to occess your
phone.

<t= If your sociol medio occount is hocked/compromised, send on
olert emoil or messoge to oll your contocfs. Imnediotel
your sociol medio service provider to tempororily block
occount. Try to tettie\te your possword
possword inmediotely-

-.. ff you notice fhot your foke occount hos
con imnediotely inform sociolmedio serv
theoccount con be blocked. ff
inoppropriote comments or i

occount to domoge your imoge, inf

@

ondIt is q good sqfery fcqlr}e ond shald bc gscd for ollyqr acqfits.

Iriends/followers. you must chong€ the
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