
GOVERNMENT OF ASSAM

OFFICE OF THE DIRECTOR OF HIGHER EDUCATION, ASSAM,

KAHI LIPARA, GUWAHATI-19,

No. DHE/CElMisc.95/2018/22 Dated Kahilipara, the 29-03,2019

From:' Smti. Gitimoni Phukan, A.Cs.

Director of HiSher Education, Assam

Kahilipara, Guwahati-19.
To, ,/

,vllhe Prin(ipal(All),
Govt./Provincialised Col eges of Assam

5ub Regarding creating awareness amongst children/adolescent with regard to
cyber crime and its related safety for protecting themselve.

Govt. lettet No. AHE.529/2017/152, doted 21-02-2019

Sir,

With reference to thc Govt. letter on the subject cited above, lwould like to

forward herewith Govt. letter No. AHE.529/2017/152, dated 2l-O2-2O79, regarding creatinB

awareness amonBst children/adolescent with regard to cyber crime and its related safety for

protecting themselve for favour of kind anformation and necessary action from your end.

Yours farthfullyI ?

Director of Higher
Ka h lli

Assam

9

tvremo No. DHE/CEIMisc.95/2O7a/22 A Dated Kahilipara, the 29-03-2019
Copy to:

1) The loint Secretary to the Govt. of Assam, Highcr Education Department, Dispur,
Guwahati 6 for information

/
Director of Higher Education, Assam

Kahilipara. Guwahati-19.
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GOVERNMENI' OF' ASSAM
H]GHER EDUCAl'ION I)I,PARTMtsNT

ASSAM SECRETARIAT:::BI-OCK,C' GROUND FI,OOR
DISPUR:::CUWAHAII-6

ernail: hiEhcrednassamfd)grnail.com

No. AHE. 529/2017/152 ary,2019

Smti N.LaskatACS
Joint Secretary to the Go!,i o[Assam
llighcr Education Depanme . 1

Abl) 'l'he Direclor of Higher EducatiorLAssam
Kahitipara, Guwahati-19

Sub Regarding creating awareness amongst childreD/adolescent with regard to cyber crime
and irs related saftey for protecting themeselve.

Madam,

With reference to the subject cited above, I am directed to enclose herewith the copy of

letter No.PLA.256/2017146 dtd. 4lqll2l19 received from Secretary,Home and Political dep[. and

requesting to put the information in Lhe website.

Enclo-As stated.

Youn faithtully,

Jcinr ary to lhe Go!t. ofAssam

d,p Hlgher rducation Department.

By order ctc.,
I

a..l / -
Joint Secrelary to the (;ovt. of Assam

Higher Education Depanment.

1

%,,o. AHEI. 529/2017/152-A Dated Dispur, the 21" February, 2019

l) B.R. Sharma,Spe.ial Secretary,Minisrry of Home Affairs,covr. Of Indja,Norrh BIocL,New
Delhi- 110001

/A
4-

"h."/9

W ry

)

From:

\-.<o

2) The Director of Technical Education,Assam
Kahilipara, Guwahat!19

\N""'/



YOUR CYBER DOST

Ministry of Home Affairs
Government of lndia
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This booklef hos been prepored in consultotion with cyber
Security experts.

Published by:
Ministry of Home Affoirs,
Gove.nmenf of fndio,
North 8lock,
New Delhi - 11O0Ol

Discloimer

The informotion provided in this Hondbook is intended

cworeness omong citizens especiolly students oboul vor
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CYBER THREATS THAT CAN

IMPACT ANYONE

Cyber threots ore different possible wcys fhot cqn be used to
qttock us using internetor mobile te.chnology.

,Jtolicious Fil.s Applicotiorcr Sending you molicious ond bod

opplicotions ond files through dirEct messoging, goming,

emoils or websites etc. in order to get occess to your

smort phone ond personol doto.

Sociol Ergineering: Sociol Engineering is o technigue used by

cybercriminols to goin your confidence to get informdtion

from you. Depending on whot you like to do most, o
cybercriminol moy try to interoct with you to mine for
informotion ond/or commit some horm to you. Suppose you

like to ploy on online gome, dn inpersonotor behaves like

onother child ond invites you to tolk to him ond shore

informotion.

Cyber Eullying: A form of horossment or bullying inflicted

through the use of electronic or communicotion devices such

os computer, mobile phore, lqptop, etc.

Id.ntity Theft: Deliberote use of soneone's identity to goin

finonciol odvontoge or to obtoin credit ond other benefits in

the other person's nome/ for counterports disodvontoge or

loss.

Job Frouds: Froudulent representotion or o deceptive

octivity on the port of on employee or o prospectlve emPloyee

towdrd oh employer.

Bonking Froudsr Froudulently obtoining money frofi
depositors by posingoso bonk orother fihonciol institution.

CF

e

GP

GF

G

:J*+atr/-,'
ii,i_

Do you know o hocker is oq,ohe who uses/ exploits
tcchnol€y for on unintcndcd qs€ th"rcby
disri,rpting opcrolions or cousing flnonciol/
rcputotionql lossto pc6plc? Hqckers con usc

tnolwqrrs. vilscs or Trojqns to ottock your
comput"r qnd gqin occcss to your dqto .

Cyber crimindls wont to get unoulhorized occess to our sensitive
informotion.In mqjority of coses, ihe cyber criminols would

odvent qn ottock with ocleor cut objective, for thot they usesome

of the most effeciive methods.

Somecommonwqys used by cyber criminols orer

t9- Emoll Spoofingr Sending out e-mqils to you thot look like
genuine ond from o trusted e-moil ID but octuolly, theylre

1

not

o @
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