GOVERNMENT OF ASSAM
OFFICE OF THE DIRECTOR OF HIGHER EDUCATION, ASSAM,
KAHILIPARA, GUWAHATI-19.
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No. DHE/CE/Misc.95/2018/22 Dated Kahilipara, the 29-03-2019

From:- Smti. Gitimoni Phukan, A.C.S.
Director of Higher Education, Assam
Kahilipara, Guwahati-19.

To,
\/ﬁw Principal (All),
Govt./Provincialised Colleges of Assam.
Sub: Regarding creating awareness amongst children/adolescent with regard to
cyber crime and its related safety for protecting themselve.
Ref: Govt. letter No. AHE.529/2017/152, dated 21-02-2019.
Sir,

With reference to the Govt. letter on the subject cited above, | would like to
forward herewith Govt. letter No. AHE.529/2017/152, dated 21-02-2019, regarding creating
awareness amongst children/adolescent with regard to cyber crime and its related safety for

protecting themselve for favour of kind information and necessary action from your end.

Yours faithfully
Director of Higher Education) Assam
$Kahilipara, Guwahati-19.
Memo No. DHE/CE/Misc.95/2018/22-A Dated Kahilipara, the 29-03-2019
Copy to:-

1) The Joint Secretary to the Govt. of Assam, Higher Education Department, Dispur,
Guwahati-6 for information.

Director of Higher Education, Assam
Kahilipara, Guwahati-19.




GOVERNMENT OF ASSAM
HIGHER EDUCATION DEPARTMENT
ASSAM SECRETARIAT:::BLOCK'C' GROUND FLLOOR
DISPUR:: GUWAHATI 6
email: higherednas il.com

No. AHE. 529/2017/152 W @w ﬁjuary, 2019
Smti N.Laskar, ACS ’ ,ﬁ/ O:Uﬁ' '

From : y LAC
Joint Secretary to the Govt of Assam
Higher Education Department. Q

\,/TO/. : 1) The Director of Higher Education,Assam
Kahilipara, Guwahati-19

2) The Director of Technical Education,Assam
Kahilipara, Guwahati-19

Sub. Regarding creating awareness amongst children/adolescent with regard to cyber crime
and its related saftey for protecting themeselve.

Madam,
With reference to the subject cited above, | am directed to enclose herewith the copy of
letter No.PLA.256/2017/46 dtd. 4/01/2019 received from Secretary,Home and Political deptt. and

requesting to put the information in the website.

Enclo-As stated.

gar

Yours faithfully,

Joint Sé:itary to the Govt. of Assam

Higher Education Department.

\C \ N
'mo No. AHE. 529/2017/152-A .-~ Dated Dispur, the 21™ February, 2019
Copy to: i
1) B.R. Sharma,Special Secretary,Mmtstry of Home Affairs,Govt. Of India,North Block,New
Delhi-110001
g By order etc.,
y -r-‘.;/',_— - ., - gd/__.
’,’__-":‘H\',f' 2" ' Joint Secretary to the Govt. of Assam ™
iaf A Higher Education Department.
(< | 75
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Government of India




This booklet has been prepared in consultation with Cyber
Security experts.

Published by:

- Ministry of Home Affairs,
Government of India,
North Block,

New Delhi - 110001

Disclaimer
The information provided in this Handbook is intended to create,p s
awareness among citizens especially students about various cxb”ér"" e
threats that can impact them and ways to safeguard 'rhemé'eﬁe&’
against cyber crimes. The information, techniques and suig&sfw e
given in the Handbook are for general guidance onbr

become avictim of cyber crime, contact your Iocgﬁgeﬁﬁpﬁmyl n gr‘
state cyber crime cell. e"elole’e p.g- ¢
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‘Information and communication technology has become anintegral
part of our day-to-day life. It has just transformed the way we
communicate, make friends, share updates, play games, and do
shopping and so on. The technology has impacted most aspects of ﬂ.
our day-to-day life.

Our new generationis getting exposure o cyber space at avery
young age. More and more children invest fime online fo play games,
make friends, and use social networking sites and so on. In fact with
smart phones access to social networking, online games, shopping, etc.
has increased significantly. The cyber space connects us virtually with
crores of online users from across the globe. With increasing use of |
cyber space, cyber crimes are also increasing rapidly.

Children are highly vulnerable as they are exposed to cyber
space with limited understanding of cyber threats and
safeguards. Children are in experimental age group. They like to
experiment, learn new things and use new 4mn_..:o_om_nm While
experimenting is a good way to learn, it is equally _Svo_,_._di that
proper guidance is provided to children so that they can n.._,o*mn
themselves from adverse impact of cyber technology.

This handbook is for children above 13 years _ownmn H.rm%@ be. 4
used by younger students as well to c:am_,.m4nsa_+:m_w<a_ " WP

better and prepare themselves to be responsible and careful cyber
citizens of future. The purpose of this handbook is to provide an
overview of various cyber threats that can impact children and
discuss safequards that can help in preventing the cybercrimes.

The first and second chapters of the handbook provides an
insight to children on why cyber security is a concern and what are
different types of cybercrimes that can impact us.The third
chapter of the handbook talks about cyberbullying and how it can
impact children. It further details out the key safeguards that
may help children to protect themselves against cyberbullying and
ways to deal with cyberbullying.

The fourth chapter of the handbook covers cyber grooming
and its impact on the children. It also provides details about various
safeguards that can be adopted by children to protect themselves
from cyber grooming. The fifth chapter talks about cyber threats
related to online gaming and safety tips that can help children in
safeguarding themselves against such cyber threats. Emails are
used commonly by cybercriminals. The sixth chapter provides an
overview of how cybercriminals can trigger cybercrimes using emails
and safety tips that may help children in using emails securely.

Cyber technology has also transformed the way we do
financial transactions. More and more people are using online
platforms for shopping, transferring money and other financial
transactions. Moreover, efforts are being made to facilitate
financial education in schools in order to make students ready for
future. In view of increasing cybercrimes related to financial
frauds, chapter seventh of the handbook provides an overview to
children on cyber threats related to online financial transactions)
and how to safeguard ourselves against such threats. The last
chapter of the handbook covers cyber threats related fo man_
networking and how to safeguards against such 4:ag+m _

agent, students are mx_unﬂna .3 mre.m their mno_. :m .z;
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WHY. IS CYBER
~ SECURITY
A CONCERN?.

Today internet, computers, smart phones and other
communication technology devices have become an integral
part of our life. Imagine, how much time we spend each day on
these smart devices. We have made internet communication
mediums like Google, emails, WhatsApp, Twitter, Facebook,
etc., part and parcel of our everyday activities. But most of us
are unaware of cyber safety and security essentials to
safeguard ourselves.

Do you . know 4.:__"_4 s__,.n*_nﬁ... _.:mo-..sn._.mo:_ or

vm..no:a_ details are shared on S._.nw:n* stay
online forever as it is gnn..:n? difficult to -
_ delete the information completely?

computers, internet or mobile technology. Cybercriminals
use platforms such as social networking sites, emails,
chatrooms, pirated software, websites, et¢., to attack
victims. Children are also vulnerable to various types of
cybercrimes.

“

According to the Indian Computer Emergency Response Team
(CERT-In), over 53000 cases of cyber security incidents were
reported in 2017 in India"

Do you know  that nx__una.u_ninn_a__m_. are
_unooa_am more complex and sophisticated
and are increasingly targeted on stealing
the personal information ‘such as phone

- number, address, u_.o.womﬂnvr_m\ bank details etc.? The personal
information can be used by cyber criminals against you in

/different ways like creating you fake profile, cyber bullying, efc.

Don't worry friends, by following precautions m:mw
being vigilant, you can safeguard q._o_.__.mn_m mmp inst
" cyber crimes. I am your Cyber Uom+ wz __ hm__u

<oc in understanding <n_..o:m__




& Malicious Files Applications: Sending you malicious and bad
applications and files through direct messaging, gaming,
emails or websites etc. in order to get access to your
smart phone and personal data.

c&= Social Engineering: Social Engineering is a technique used by
cybercriminals to gain your confidence to get information
from you. Depending on what you like to do most, a

cybercriminal may try to interact with you to mine for
' information and/or commit some harm to you. Suppose you

CYBER THREATS THAT CAN |

N like to play an online game, an impersonator behaves like
IMPACT ANYONE another child and invites you fo talk to him and share

Cyber threats are different possible ways that can be used 1'6 information.
attack us using internet or mobile technology. cz Cyber Bullying: A form of harassment or bullying inflicted

_ _ through the use of electronic or communication devices such
t Do you-kr_'_iow a hacker is anyone who uses/ exploits as computer, mobile phone, laptop, etc.
<13 .. technology for an unintended use thereby
disrupting operations or causing financial/
reputational Iosg'rq".' people?  Hackers can use
malwares, viruses or Trojans to attack your
computer and gain access to your data.

(&~ ILdentity Theft: Deliberate use of someone's identity to gain
financial advantage or to obtain credit and other benefits in

the other person's name/ for counterparts disadvantage or
loss.

(&> Job Frauds: Fraudulent representation or a deceptive

Cyber criminals want to get unauthorized access to our sensitive activity on the part of an employee or a prospective employee
information .In majority of cases, the cyber criminals would { towardanemployer.
advent anattack with a clear cut objective, for that they use some | (z= Banking Frauds: Fraudulently obtaining money from

of the most effective methods. depositors by posing as a bank or other financial institution.
Some common ways used by cyber criminals are: .
(&~ Email Spoofing: Sending out e-mails to you that look like

genuine and from a trusted e-mail ID but actually, they're .«
not. i Pl




Cyber bullying is one of the common cyber threats being faced
by children and young people. Though cyber bullying can impact
anyone yet due to limited understanding about cyber threats,
children become easy victims of cyber bullying.

Cyber bullying means using internet or mobile technology to
intentionally harass or bully someone by sending rude, mean or
hurtful messages, comments and images/videos. A cyber bully can
use text messages, emails, social media platforms, web pages, chat
rooms, etc. to bully others.

The consequences of cyber bullying on children are manifold.
There can be physical, emotional and psychological consequences
that can not only impact the academic _umloﬁz.._n:nm of students
but affect their daily life to agreat extent.

Concerned about cyber bullying? Don't worry... with
awareness and precautions you can use internet and
mobile technology without any fear. You need to be

careful and follow safeguards to protect yourself
and your friends against cyber bullying.

Let's discuss how you can protect yourself from becoming a victim
of cyber bullying

(& Don't accept friend requests from unknown people on social
media platforms. Cyber bully can even create a fake
account o befriend victims. As a rule of the thumb, only add
people online whom you know of fline

it Don't share your personal information like date of birth,
address, and phone number on social media or other online
platforms. You can go to privacy settings on social media
platforms to select who can access your posts online. Try to
restrict access of your profile to your friends only. Picture
stories for example on a particular platform are public by
default.

(g~ Remember what you post online remains there so it is

important to be careful and not to share your phone ::30@1_

and other personal details in comments or posts on mon_&
mediaplatforms _

&> Never install unwanted Software and Apps like dating \._uw

-online games, etc. from unknown sources. <d: should be <m3. |
careful while chatting in the chat rooms. Never share




personal details in the chat room and limit your identity.

&= If you feel hurt after reading a post from a friend or a
stranger, don't react with aggressive reply. It may encourage
the bully to keep posting such messages. If hurtful
post/message is from your friend, you can request him not to
do it again. If you are repeatedly getting such messages/
post, please inform your parents or elders immediately so
that they cansupport you.

@~ Also, please remember that as a good netizenyou should never
share mean comments or hurtful messages or embarrassing
pictures/videos online. Please be careful and check if your
post/comment /videos can be embarrassing for your friend or
anyone else. If so, please don't post. You should not become a
cyber bully yourself as it is a punishable offence. It adversely
impacts the victim.

What canyoudo if youare avictim of cyber bullying?

If you feel that you are a victim of cyber bullying, please inform
your elders so that they can intervene and support you. Following
suggestions can be helpful inmanaging the situation.

& Inform your parents/elders
immediately: If someone is bullying
you, you must inform your
parents/elders immediately. Don't
feel that your parents will restrict
your online activity or ask you not to
use your computer/smartphone. Itis
important to inform them so that they can suppor |
you. Narrate the entire issue clearly to your nomm:__._mxmim_ v

%

(& Identify the bully: Try to identify if the bully is a known

personor astranger. You should try to find out the reason why
bully is bothering you. A bully can be your friend or a known
person. You may seek help of your parents/teachers to reach
out to the bully and ask him/her to stop bullying you.

Block the Bully: If bully is using social \ @sw
media platforms to bully you, you can block ZX&

him/her. All the social media apps or
services have the option to blockauser.

Collect and Save posts/messages: Save posts/messages that
were used against you. Such messages/posts can be used as an
evidence, if incase a legal action has to be taken.

Never respond to a bully aggressively: Bully wants you to get
aggressive and get into heated argument. This adds mileage to
the information unwantedly. So the best way is to ask the
person politely to stop it and if he/she becomes annoying, stop
the chat/ block him/ her

@& If your parents/elders feel the need, they can contact

local police station to lodge a complaint against the bully

Do you know that it is both illegal and unethical to

~ threaten someone online? Even if you send them
 offensive messages, call them viilgar names, make -
.____M_”_no_a____.n:._._n on how they look, etc., you may be -
9 calling for trot ble, o B

&




may befriend you and try meeting youor getting your personal

information. They may have wrong intentions.

=+ If you face any challenge in online gaming world, immediately

inform your parents or elders so that they can support and
guide you.

Develop habit of playing outdoor games. You will enjoy outdoor
activities and can make real good friends. Limit your exposure to

online games as much as possible
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e E-MATL FRAUD

Most of you have your personal email account. We need an
email account not just to send emails to our friends and
family members but also for opening a social media
account, online gaming account and other online accounts.
Our email account has become an integral part of our life. As you
will grow up, utility of your email account will increase. You will use
your email account for connecting with bank, mobile service
provider, communicate with your college, etc. It is very important
to learn how to safeguard your email account



How it works?

0 There are many ways a cybercriminal can use an
email o trigger an attack on your system or collect

-z Another common email fraud is when a cyber criminal sends
you an email informing that you have won a lottery ora
surprise gift or your distant relative overseas has left a

inavery simple way how email frauds can happen

A cybercriminal sitting anywhere in the world can send
you an email from a fake account which looks like a
genuine account. For example, you may receive a mail from
your gaming portal or social media platform where spelling
of service provider or email id will be slightly
changed - customersupport@gammingportal.com. Have
you noticed that spelling of "gaming" is incorrect? These

emails contain links which would direct you to another page
where you would be asked to enter passwords/ credential for
technological upgrade, compliance or other fake reasons
(which may sound genuine). And finally you end up giving
your credentials to cybercriminals.

Another way commonly used by cyber criminals is sending an
email with a document (word or excel file) with malware
(dangerous program that canimpact your computer) attached
to it. The title of the email or document can be very
appealing to you such as tips to win famous online game or tips
to receive free coins for a famous online game or. 93\ other
appealing title. If you open such aoncamﬁ ‘the

malware may get installed to your computer or _._..o_u__m .ﬂr_m._

malwares could send important numamz:&u ?oa yo

computer like password, login id, etc;, to .} v&ma n_.__n:_:&m

onregular intervals.

P e your important personal information. You may have fortune for you. The offer is so lucrative that you open the
A heard about phishing, vishing, etc. You can read email and respond to it. The cyber criminal ~ asks for your
et about these online but here let's ry to understand personal details and bank details for transferring the

winning amount. They may also ask you to deposit a processing
fee to enable them to transfer the winning amount. All such
emails are generally fake and intention is to get your personal
details or money from you. As a child you may not have bank
account but you may still receive such emails. You should also
share about such emails with your parents so that they can
protect themselves.

Email account hacking is another common way used by cyber
criminals. They may use malware or other tricks to obtain
your email id and password. Once your email account
hacked, cybercriminals can use it to get access to your
critical information like social media accounts, bank accounts,
etc. They canalso send of fensive emails to all your contacts.

7~ Another common trick used by cyber criminals is to hack your

email and impersonating your profile and seeking financial
help from all your family and friends who are in your email
address book. Have youever received an email from
someone known to you asking for financial help as he or
she is in emergency with limited access to phone or his/her:

bank account?

Concerned about email Tdcn_mu Uo: 3 io_,Q with

against email frauds.

@
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&~ First important step is to safeguard your own email id so that

.+ You can use two factor authentication for login. This feature

Let's discuss how you can protect yourself from becoming a victim

of email frauds. Don't forget to share these suggestions with your

family and friends.

it is not hacked or compromised. For this, you must use a
complex password and change it periodically. A simple
password like Password 123 or your name or date of birth
is too easy for cybercriminals to guess. Use alphanumeric
combinationto seta strong password.

is provided by most of the email service providers. Two factor
authentication allows you to login to your account with a
password plus OTP received on your mobile phone. This is a

good security feature and may help you in keeping your

account safe.

- Never share password of your email account with anyone. |

Sharing password may compromise your email account.

Don't clickon link or attachment from unknown sender.

.. If you are using computer of your friend or a computer in a

cyber café to access your email account, make sure you

b s 2

don't click yes on “remember password popup” which generally
comes when you login from a new computer. You must never

at s

allow any computer to remember your password (this means
password will not be required to login to your account on that
system). Always remember to sign off from your mSo__
account after using it. Always change your vommsoa once it

i

has been accessed from a public computer like ina cyber café.

If you are accessing email on your mobile phone, remember fo
keep a strong password to access your phone. ;

21
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If your email account is hacked/compromised, send an alert
email or message to all your contacts about the same and warn
them not to open the links/ attachment from your email id.
Immediately reach out to your email service provider through
help page and request them fo temporarily block your email

account. Try to retrieve your password and change your
password immediately.

Never install unwanted software and apps from unknown
sources. Never click on links or files received from unknown
person on your email or over message. This may be an attempt
toinfect your computer/ phone with malware.

If you receive an email about winning a lottery or great of fer,
please  don't respond fo it or share your personal
information like name, address, bank account details, etc. If
you receive an email from your service provider about an
update or any other genuine reason, verify the sender's email
id carefully. Check if there is any spelling mistake. Avoid
clicking on links from such emails. Try to connect with service
provider to check if the email is genuine.

If you receive an emergency email from your friend or
relative asking for financial help, try to connect with that
person over phone or through other known people to
validate the authenticity of the email. There may be a
possibility that his or her account has been hacked and
used to send such email.

Be watchful and develop a habit to change passwords at
regular intervals, ignore emails from unknown mo..:.n@? ‘and
restrict yourself from sharing personal details on ema l.and
clicking __:rm.\n_oncam:*m received from c:_c..os..: mo:..nwm




===\ T

0...__:@ ._.Bsmnn:o: |
Fraud

Though most of you may not be using banking services such
as debit card, credit card, net banking, etc., at this stage but as
you grow up you may start using these services. Moreover, as a

PR RE S A N R S TR

smart citizen you must understand how online transaction frauds

it

can happen so that you can teach other's inyour family and friend

circle.

Online transaction fraud means illegally withdrawing or

R e

transferring money from your account to another account by a
cyber criminal. Online transaction frauds can happen when your
login credentials or bank account details or credit card details are
stolenby acyber criminal.

0 How it works?
———

There are many ways used by cybercriminals to

ST

=

cheat people online.

.l'”((

Cyber criminals can send an email to you from om?wm onno:3 which
appears to be from your bank or credit card umgnm ‘provider

When you click on link provided in the email it .Ermm %o:

where your sensitive information like bank account details, card
details, card verification value (CVV), expiry date, etfc., is asked.
Once you mmn___.n these details, your account can be compromised.

Card security valus

Expiration date
/

/ Ultraviolet V"
Cardholder nams {on Visa cards only) Source : Visa

Cyberc riminals may fake his/her identity and call you posing as a
bank employee and try to obtain credit card or bank details such as
account number, personal identification number (PIN), CVV,

expiry date, date of birth, etc. Once such details are given, the
account can be compromised.

Do you know your debit/credit card PIN is unique

number which is required to access your card on

ATM or for other online transactions? You can

change your PIN number easily, It isa good practice
to change your PIN periodically. .

Usually, our mobile number is linked with our bank account. Cyber

criminals may also call you, posing as an employee of mobile service
provider and inform you that your mobile numbergwill be
disconnected if you don't update your Subscriber Idet m.?noio: :
Module (SIM). For updating the SIM, they &.: mm_& 0 n f:r or
ask you to send an SMS from your number to
Actually, they are attempting to make <oawwm 3
mobile service provider to block the nxa:mm




